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About Me

● Application Security Researcher
● MDSec Exploit Development Team
● That’s me 🙂

● Twitter: @SinSinology

https://emojipedia.org/slightly-smiling-face/
https://twitter.com/sinsinology
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What?

● What are memory horses? (can we ride them?)

● Different Type of memory horses

● Horses in Tomcat

● Horses in ASP.NET

● Horses in Flask

● Detection
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What is a memory horse?

A long lasting memory-level web shell, taking advantage of components (listener, 
filter or servlet) Tomcat, Flask, ASP.NET or other frameworks. The shell will last until 
the container is restarted. 

Compared with the traditional WebShells, its biggest feature is that it has no file to 
land, exists in memory, and is highly concealed.
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Why do we need these horses?

This kind of web shells aren’t used commonly and also not easy to craft, hence an 
ideal way for red teamers and adversaries to be more stealthier also lack of 
signature in this area makes this suitable for evading detection systems.
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How do craft memory horses?

The core principle of Tomcat's memory horse is to dynamically add malicious 
components to a running Tomcat server.

Dynamically register a new component (listener, filter or servlet) through 
Deserialization, SSTi, EL, SpEL, or other type of Server side code injections.

The memory horse principle of all the frameworks and containers are similar.

Creating memory web shells was first introduced by LandGrey a great researcher 
who has published lot of topics around java.

https://landgrey.me/
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How to create memory horses?
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Tomcat
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How do craft memory horses?

The dynamic registration of components was added in ServletV3.0

ServletV3.0 was added from TomcatV7.0
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Life of a Request
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Tomcat Architecture
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Terminology

Engine (org.apache.catalina.core.StandardEngine): The largest container 
component that can accommodate multiple hosts.

Host (org.apache.catalina.core.StandardHost): A Host represents a virtual host, and 
a Host can contain multiple Contexts.

Context (org.apache.catalina.core.StandardContext): A Context represents a Web 
application, which can contain multiple Wrappers

Wrapper (org.apache.catalina.core.StandardWrapper): a Wrapper represents a 
servlet 
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Tomcat Architecture
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Tomcat Architecture
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Wrapper

Wrapper is mainly responsible for managing Servlet, including Servlet loading, 
initialization, execution and resource recycling
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Order?
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Are you sure?
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How Filters work
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Filter Chain



MDSec Consulting 2022 ©

Dynamically Add a filter

1. Get standardContext
2. Create filter
3. Use filterDef to encapsulate the Filter object and add filterDef to filterDefs
4. Create a filterMap, bind the URL to the filter, and add it to the filterMaps
5. Use ApplicationFilterConfig to encapsulate the filterDef object and add it to 

filterConfigs
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1- Get standardContext

There are various ways to obtain standardContext. StandardContext is mainly 
responsible for managing session, cookie, and servlet loading and unloading. So 
there are handlers in many places in Tomcat. If we can get the request directly, we 
can use the following method to get the context directly.
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1- Get standardContext
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2- Create Filter

To implement the Filter instance directly in the code, you need to rewrite three 
important methods, init, doFilter, and destroy, as shown in the following code:
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3- Create filterDef to encapsulate Filter object

Create a FilterDef object and initialize it with the Filter object just created
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Why do we use reflection?

In order to fuse the memory horse into the deserialized payload later, reflection is 
used here to obtain the FilterDef object. If you are using jsp or non-deserialized 
utilization, you can use new to create objects directly.
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4- Create filterMap binding URL

create a new FilterMap object, and add URL mapping to the created FilterDef 
object
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5- Get filterConfigs and add the filterConfig

Create a FilterConfig object and initialize it with the FilterDef object just created, 
and finally add it to FilterConfigs and wait for filterChain.dofilter to call
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Now let's register it!

After that, the ApplicationFilterConfig object is generated by reflection and put into 
the filterConfigs hashMap.
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DEMO

https://docs.google.com/file/d/1oABca192e-E_V_tR6dWRJ9qy5xzoNxj3/preview
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ASP.NET Horses
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MVC Architecture

Whenever an application is requested for the first 
time, it is parsed Global.asax and compiled into a 
class extending the HttpApplication class. 

When the Global.asax file changes, the framework 
restarts the application and fires the 
Application_OnStart event again when the next 
request comes in.
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Global.ASAX
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.NET Architecture
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.NET Architecture
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Filter Types

AuthorizationFilter = Implements the IAuthorizationFilter property.

ActionFilter = Implements the IActionFilter property.

ResultFilter = Implements the IResultFilter property.

ExceptionFilter = Implements the IExceptionFilter property.
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Filter Types
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Filter Types
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Filter Types



MDSec Consulting 2022 ©

DEMO
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DEMO

https://docs.google.com/file/d/1-EN5MM9K1pkCCV4MuH98VAp_sPF6mQdz/preview
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Python Horses
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Python Flask

Analogy to tomcat's mechanism for registering routes, such as filter, if you want to 
implement python memory horses, you should also study whether flask can 
dynamically register routes.

Flask's regular registration method is to use a decorator @app.route() . The actual 
working function is the method called in the decorator self.add_url_rule() .



MDSec Consulting 2022 ©

Python Flask
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Python Flask

https://docs.google.com/file/d/1EAbIA7Cv8crobWzlZ-5fcjjTxeJbDBYg/preview
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Thanks for your attention

The End


